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AHHOTAIIUA

[laHHBIN OJOKYMEHT COOEPXKUT ONHCaHWE IMpoIllecCa YCTAHOBKHU, yOaJleHUus U Ha-
cTporku nporpaMmMHoro komiiekca (I1K) BAMBE.00060-06 «CK3U «Banupmata CSP»
Bepcusa 6» (panee o Tekcty — CK3U «Banupgata CSP»).

IIoOKyMeHT npegHa3Ha4veH [JI51 CUCTEMHBIX aIMUHUCTPATOPOB U aAMUHHUCTPATOPOB
nHPOPMAaIMOHHOM 6€e30ITaCHOCTU KaK PYKOBOICTBO IO yCTAaHOBKe, yHaJiIeHUIO U Ha-
ctpouke CK3U «Banmumata CSP».
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1 HA3HAYEHHUE

Brmmonusembie CK3U «Banupgata CSP» QyHKLIMM, UCIIOJIb3yeMbIE€ OllepalliOHHBIE
cucteMnl (OC), B cpene KoTophix pabotaer CK3U «Bamupmata CSP», u momycTuMbIe
mpu pabore ¢ CK3U «Banugata CSP» TUIIB KIIOYEBHIX HOCUTEJIEM TepeduncIIeHEl B
mokymenTte BAMB.00060-06 30 01 «CK3U «Banugata CSP» Bepcusa 6. opmynsip».
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2 YCTAHOBKA U YIAJIEHUE CK3U «BAJIMIIATA
CSP»

[Tepen ycranoBkou CK3U «Bamupmata CSP» HeoO0XOOUMO yOaluThb ONpenbiayllue
Bepcuu CK3U «Banupmata CSP», ecnu oHU ObIIM paHee YCTAaHOBJIEHHI.

[Tepen ycranoBkou CK3WU «Banupata CSP» (ucmonHenue 3), B Lensix obec-
nmedyeHus1 3amuThl 0o Kiaccy KC3, HeoOxomouMO yCTaHOBUTH CpeAcTBa CoO3[da-
HUS 3aMKHYTOM NIPOTrpaMMHOM Cpefbl M3 IIepeydyHsi, NPUBEOEeHHOTO0 B HOKyMEHTe
BAMB.00060-06 30 01 «CK3H «Banupgata CSP» Bepcusa 6. @opmynsap». Ilpu ycra-
HOBKE CPEICTB CO34aHUs 3aMKHYTOM IIPOrpaMMHOU Cpebl He00X0AUMO PYKOBOACTBO-
BaTbCS COOTBETCTBYIOIIEN JOKYMEHTAlIUEN.

[Tepen ycranoBkoi CK3M «Bamupmata CSP» HeoOXOOMMO NTPOBEPHUTH IIEJIOCT-
HOCTb YCT@HOBOYHOI'O KOMILJIEKTa C IIOMOIIBI0 IPOTrpaMMEl KOHTPOJIS LI€JIOCTHOCTH
hashfile.exe, HaxopsiIencss Ha HepegaTOYHOM HOCHUTETIE.

Onucanve paboOTHI C MPOrpPpaMMOM KOHTPOJIS II€JIOCTHOCTU, TpeOOBaHUS U IIO-
PSAOOK IIPOBEOEHUS MPOIenyphl KOHTPOJIS IIEJIOCTHOCTH OIKMCaHBI B OOKYMEH-
tax BAMB.00060-06 93 02 «CK3U «Banumata CSP» Bepcus 6. KoHTpomnb I1ie-
JIOCTHOCTH. PyKOBOACTBO agMHHUCTpaTopa HHOOpPMAaIMOHHON O0e30IacHOCTH» U
BAMB.00060-06 92 01 «CK3H «Banugata CSP» Bepcus 6. [I[porpamMmMa KOHTPOJIA 1ie-
JIOCTHOCTHU. PYKOBOACTBO IIOJIb30BaTEIISI».

2.1 YcTtanoBka CK3H «Baaumara CSP»

g yctanoBku CK3U «Banupgata CSP» Heo6X0OuMO 3allyCTUTh ITPOIIECC YCTAaHOB-
KU CJIefyiomuM o6pa3oM:

— W3BJIeYb BO BpeMeHHHIN KaTasor ¢ain guctpubytusa [10 (acsptls x86.msi g
OC Microsoft Windows x86 unu acsptls AMD64.msi gis OC Microsoft Windows
x64) 13 IOCTaBIAEeMOr0 Ha UCTPUOYTUBHOM HOCHUTEJIE apXUBa;

— 3aIyCTUTh KOMaAHOHYIO CTPOKY IOCPEOCTBOM IlleI4YKa IIPaBOM KHONKHU «MBIIIN»
o uKoHKe «KoMaHAHas CTpoKa», HaXOOsdIllelcs B IIporpaMMHou rpynne «CtaHgaprt-
HBbIe», ¥ BEIOOpA ITyHKTa KOHTEKCTHOTO MEHIO «3aMyCK C IIpaBaMMu afMUHUCTPATOpPa»;

— BBECTHM B IIOSBUBIIEMCS OKHE KOMaHOHOU CTPOKHU IIOJIHBIM IIyTh U UM (aiina
ouctpubyTuBa [10 1 HaxkKaTh KHOIIKY «BBom».

[Toce 3amycka mpoiiecca YyCTaHOBKH OyfeT oToOpaxkeH HadalbHBIM nuanor (Pucy-
HOK 1).
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@ Ycranoeka CK3WM Banwaata CSP E [=] @

Mactep yctaHoeku N0 CK3U

|”‘”'““ij BIAY ' AYTAY Banuparta CSP sBepcusa 6.0
a4

[Nepen zanyckoM NporpaMMel YETAHOBKKW PEKOMEHOYETCA
=EKpLITE BCe NporparMmel Windows.

HaxmMute kHonky "OTMeHa" 4AnA BbX00a W3 NporpaMmbl
YCTEHOEKW, 38TEM 38KpOATE BCE ZAMYIWEHHLIE MPUNOXKEHWA.
Haxmute kHonky "danee" AnA NpoOoMKeHWA YCTaHOBKM.

BHVMAHWE! NaHHas nporpaMMa sawMieHa 2akoHamn of
ABTOPCKMX NPaBax M MeX0yHapoaHEIMW COrNaweHAMA.

HezakoHHOe BOCMpOWZEEOEHWE MNK pACNPOCTPaHEHWE
E e OaHHOW NporpaMMel MNK NHE0A ee YacTK BENedeT
rPaExOaHCKYH W YTON0EHYH OTEETCTBEHHOCTh.

<Ha=zan l Nanee » l l OTtMeHa

Pucynok 1 - HavanbHBIM [UANIOr YCTaHOBKU

Haxwmute KHOUIKY «Ilanee». B ciegyromeM ouasnore yKaXuTe UMs I10JIb30BaTeIs
1 HaMeHOBaHMe opraHu3ainuu (PucyHoOK 2).

@ Ycranoeka CK3WM Banwaata CSP E [=] @

CeeneHmA 0 NoNk30BaTENS

BeeauTe cneayruwyH WHGOPMaLWI ONA MHOMBWOYaNEHOR YCTaHOEKK,

MNonHoe uMa: ‘HEIEH MeaHoe

OpraHnzauma: “

Homep npooykTa: - -

l <Hazan Hanee = l l OtMeHa

PucyHok 2 - CBegeHUs O IOJIb30BaTeEIe
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Haxkmute kHOIIKY «[anee». OTobpaxkaeTcs Auaior Bbibopa TUIla YyCTaHOBKH (Pu-
CYHOK 3).

15! Ycranoska CK3U Bannaata CSP E [=] @

BuiGop TWMNa yCTaHDBKM

BriSepuTe HEOSXOOMMBIR TMN YCTEHOBKK.

YcTaHoeka CTaHOapTHOro Haﬁopa KOMMNOHEHTOEB.
PE!KGME!H,EI.YE!TCH OnA SoNsWAHCTEA NONB20BaTENEA.

g YCoTaHOBKE BCEX KOMMOHEHTOB NMpHNOXeHA. PEKGMEHﬂyETCH
(@ ONA MakcKuMansHoRA NPpoOV=E0ONTENEHOCTH.
o

BriSopouHan

Ooeg

BhlﬁDp YCTaHaenMeaeMblx KOMNOHEHTOE NPUNOXEHWA M MeCTa
(g WX YCTaHOBKH. PaccunTaHa Ha oNeITHLEIX NONEZ0EATENEN.

‘ <Hazan [ Hanee = l ‘ OtMeHa

Pucynok 3 - [Tuamor BeIOOpa THUNa YCTaHOBKU

Heo06xoauMo BEIOPATh THUI YCTAHOBKM U HaXKaTh KHOMKY «[lamee». TUII yCTaHOBKHU
BJIMSIET Ha KOJIMYECTBO yCTaHABJIMBaeMbIX OMOJIMOTEK MOANEPKKHA JaTYNUKOB CIIydau-
HBIX yucesn (JCY) u cuuThIBaATEJIeH KJIIOYeH, a TakxKe OuOJIMOTEeK COBMECTHMOCTH,
YTUJIUT U KOMIIOHEHTOB MonyJsia moamepxkku TLS. Ilpu Bei6ope [To/THOM yCTaHOBKU
OyoyT yCTaHOBJIEHHI BCE MOCTYITHLIE OMOMMOTEKY U YTUIUTHL. [Ipu BeiOope OOBIYHOM
YCTAaHOBKU OyOyT yCTaHOBJIeHH ['paduyeckuit nHTepdenc moab30BaTeNs CEPBUCOB,
buonornyeckuu [ICY, CuuteiBaTenu CheMHBM [J1cK (cMeHHBIe USB-HOCHTENIN THUIIa
Flash), ruToken, eToken, vdToken (OPKH) u vdToken, YTunura KonupoBaHUS Kil0o4a
CK3HM «Banupmata CSP», a Takxke [logmep>kka npotokosia TLS u IlogmepzKa 3aiiu-
meHHou mouTkl B Microsoft Office Outlook. BEIOOPOYHBIM THUI YCTAaHOBKHU MO3BOJISIET
TI0JIb30BATEII0 CAMOCTOSITEIBHO YKa3aTh BCe HEOOXOOUMble KOMIIOHEHTHI OJIs yCTa-
HOBKHU (PucyHok 4).
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ﬁ Ycranoeka CK3WM Banwaata CSP

Bui6op KOMMNOHEHTOB

BhlﬁEpHTe KOMMOHEHTLI, KOTOPLIE HEOGX0OWMMO YCTEHOBMTE.

B CK3W Banmpata CSP - KpunToge OnucaHWe KOMNOHEHTE:

"""""" 2 -| Tpaduueckui unTepdpei CK3 BanwaaTa CSP - Kpuntonpoeaioep
--------- Elvl Buonorvueckuia NCY

......... 'Y -l ncYy 'Cosonk'

......... 1Y -l OCY 'Akkopn’

......... =2 -] NCY vdToken (PKH)
--------- Elvl Cumteieatens CeemMHBIA STOT KOMNOHEHT GYLIT YCTaHORMEH Ha
......... % | CurrmamaTens NAK Cosa TNOKANBHBIA XEeCTKWA OMCK

--------- ¥ -| CunteieaTens MNAK 'Akkoy finz 310ro KoMnoHerTa rpesyerca 7514KB
--------- X v| CunTeiBaTens Peectp Ha XecTKOM Ancke Buibpano 9 vz 16

| c Tok i NoOKOMNoHeHToE. MNoOKoMOOHEHTHI
R S| LumnTeiBaTENE MU TOKEN TpetywT 1449KB Ha xecTkom oucke.
4 11} 3

1

Ogzop...

lMgcmHaﬂchel l Cepoc I [ < Hazan l Oanee > l [ OtMeHa

PucyHok 4 - Tun yctaHOBKU «BriOOpOoYHas»

BriOpaB HY>KHBIE [IJI1 YCTAHOBKU KOMITOHEHTHI, HEOOXOOUMO HaXXaThb KHONKY «Jla-
nee». [TogBUTCS OUaIor 0 TOTOBHOCTHU K yCTaHOBKe (PHUCYHOK 5).

ﬁ Ycranoeka CK3WM Banwaata CSP E' [=] '@

Bce roToeo ona YCTaHOBKHM NprnoxeHWA

HaxmMute kHonky "Janee" onAa Hauana ycTaHOBKMW.

HaxmMute kHonky "Hazan", 4yToGke NOBTOPHO BEECTW CEEOSHWA ANA
YCTAHOBKW, MNW KHONKY "OTMeHa" ANA BLIX0AE M2 MacTepa.

<Hazan [ Hanee > J [ OtMeHa

PrcyHOK 5 - [Il¥asnor roTOBHOCTU K YCTaAHOBKE
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[Tocne oTtobpaxKeHUs Auajora O TOTOBHOCTH K yCTaHOBKE HeOOXOOMMO HaXKaThb
KHONKY «Jlaree» o5 MpOBEeOeHUs YCTAHOBKM C YKa3aHHBIMU ITapaMeTpPaMMu.

[Tocne yctanoBku CK3U «Banupmata CSP» aBTOMaTU4YEeCKHU 3allyCKaeTCs IIPOLieay-
pa nHunuanu3anuu [1CY (PucyHoxK 6).

Buonornueckwmida ACH

=%

iii.h 0:12

Noxanyicra, ABMraiTe MblUbH...

OTmeHa

Pucynok 6 - UHumuanuzauusa [JCY

PekomMeHpmanuu 1o BHINIOJIHEHUIO MHUnManu3sanuu [[CY npuBengeHsl B JOKYMEHTE
BAMB.00060-06 95 01 «CK3H «Banupata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa».

ITpumeyuaHue - BodHukHoB8eHuUe owubku uHuuuaausayuu ICY uau omcymcmaue
OKHA UHUUUA/AU3duuu HaA 3asepwdarnuwem smane yCmaHoB8KU He A8/1Aemcs npensam-
cmaeuem 015 ycneuwHo20 3asepuweHus ycmaHosku. IICY moscHO 6y0em uHuUuuaau3u-
posambu nocJie yCmaHo8KU, Hanpumep, 3anycmus npoz2pammy koHpuzaypauuu CK3H.

ITo 3aBeplIeHUU Ipoliecca YCTaHOBKM U uHUIManu3anuu JCY OyneTt BHIOAH OUa-
JIOT O 3aBePpILIeHNU IIpollecca YCTaHOBKU (PUucyHoOK 7).
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ﬁ}'namsm CK3W Banwpata CSP E [=] @

YctaHoska NO CK2W Banumparta

l._i”-”. SADIGY  CSP ycnewHo saseplueHa.
4

HaxmMute kHonky "loToBo" ANA BLXOOA W3 NpOrpamMMel
YCTEHOBKM.

PucyHok 7 - [luasnor 3aBepileHuss YCTaHOBKU

Heo06xoauMo HaxKaTh KHOIIKY «['OTOBO».

[Tocse aTtoro OymeT BBIIAHO OMAJIOTOBOE OKHO, 3allpallMBalollee BHIIIOJIHEHUE IIe-
pe3arpy3ku OC (PucyHoxk 8). HaxkMmuTe KHONKY «[la».

ﬁ CeefieHUA 0 NPOrPpaMMe YCTaHOBKM &3

Heo6x0OMMo BEINONHWTE NEPE3arpy 2Ky, YTOGE MZMEHEHWA
CK3W Banuwnata CSP ecTynunun B cuny. HaxMmTe KHoMKy
"[a" onAa HeMeaneHHOM Nepezarpy=Kn CMCTeMel nK "HeaTt",
£CNW HYKHO MPOMZBECTH NEPE3Erpy 2Ky NO3Xe EPYYHYH.

Pucynok 8 - [Tuanor nepe3arpy3ku OC

2.2 Yoanenue CK3H «Baaumara CSP»

Ina yomanenus CK3U «Banupmata CSP» Heobxogumo 3apeructpupoBaThbcsa B OC
Microsoft Windows ¢ mpaBaMu agMuHUCTpaTopa. [locjie 3TOoro HeoOXOOUMO 3ally-
cTuth [laHesns yripaBjieHUs ¥ 3allyCTUTh OCHACTKY YcTaHoBKa/Ypanenue [Iporpamm.
Ianee HeoOXOOUMO HAWTHU B COUCKE YCTAHOBJIEHHBIX IIporpamMm cTpoky «CK3H Ba-
nunata CSP» 1, mogCcBeTUB HaUJEeHHYI0 CTPOKY, HaXkKaTh KHOMIKY «YOaluTh».

Ha gmanoroBoe cooOilleHHWe, 3alpallruBaloilee moaTeepxkaeHue ynanenus CK3U
«BanumaTta CSP» (PucyHok 9), Heo6xoOuMo HaxKaTh KHOMKY «Jla».
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I'Iporpamuhl W KOMMOHEHTHI

i Bul pefcTemMTensHo xoTMTe yaanuts "CK3W Banwaata CSP"?
. ]

Bonblue He MOKA3bIBATE 3T0 AWAN0rOBOE OKHO ‘ la | | Her

PucyHok 9 - [luanor noaTBepKOeHUS yOaJleHUus

[To okonuyanuu ypaneHus I1O OymeT BhIAaHO AWAIOTOBOE OKHO, 3allpallliBalollee
BhITTIOJTHEHME TTepe3arpy3ku OC (Pucynok 8). Heo6xonumMo HaxKaTh KHOIKY «Jla».
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3 YCTAHOBKA U YIAJIEHUE CK3HU «BAJIMIIATA
CSP» BE3 BbIBOIJA IIOJIb3OBATEJ/IBCKOI'O
HMHTEP®EUCA (B «TUXOM» PE2KHUME)

YcTaHOBKA U ymaneHue mnmporpaMMHoro obecrneuenus (ITO) BBITOTHSAETCS YTUIIH-
TOU msiexec.exe, Bxopgsinel B coctaB OC Windows. Mst ycTaHOBOYHOTO (atina (ma-
KeTa MSI) riepemaeTcs YTUIUTE mMsiexec.exe B KOMaHIHOM CTPOKe Cpa3y Mocie KITIo-
4ya /i. Uma ymansiemoro ¢aiina (maketa MSI) niepegaeTcs yTUIUTE msiexec.exe B
KOMaHIHOU CTPOKE Cpa3y IIoCJie KJIryYa /X.

I ycTaHoBKY U yaaneHus 10 6e3 BEIBOMIA IT0JIh30BAaTEIBCKOr0 MHTEepdelica yTu-
uTe msiexec.exe HeoOX0IMMO B KOMaHOHOM CTPOKe mepemaTh K14 /qn.

I[Ins1 yKa3aHUsS yCTaHaBIMBaeMbIX (DYHKIIMOHAIBHBIX BO3MOXKHOCTeM ITO HeoO-
XOOWMO IIEPEYUCINTh HUX HUOEHTUPUKATOPHL Yepe3 3allsiaTyl II0Ccjie IIapaMeTpa
ADDLOCAL= KoMaHOHOM CTPOKH (6e3 mpobeJioB).

Huxe (TaGnuiia 1) nmpuBeneH nepedyeHb GYHKIMOHAIBHBIX Bo3MoxkHOCcTelr CK3U
«BanupgaTta CSP» 1 COOTBETCTBYIOIIUX UM UOEHTUPUKATOPOB YCTAHOBKH.
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Tabnuna 1 - UgeHTUPUKATOPH YCTAHOBKHU

HUpentudukarop | PyHKIHMOHaIbHasi BO3MOXHOCTH CK3U «Baampara
CSP»
Bubauomexu [JCY

feGIPS ['padpmueckuit uHTEPGENUC IOTH30BaTENIS CEPBHUCOB

feBioRnd Bbuonorunyeckuu [ICY (ycTaHaBIUBaAETCs BO BCEX CIIy4YasiX)

feSobolRnd IOCY Cob6ob

feAccrdRnd IOCY Akkopnm

fevdTokenFCRnd | ICY vdToken (®PKH)
Bubauomexku cuumosisameaetl

feFlashRdr CuuteiBaTenb CreMHBIY [[MCK (YyCTaHaBIMBaAETCs BO BCEX CIIy-
qasix)

feSobolRdr CuutriBaTenb [TAK «Cobob»

feAccrdRdr CuutniBaTenb [TAK «AKkopmo»

feruTokenRdr CuutneiBaTenb ruToken

feeTokenRdr CuutniBaTenb eToken

feJaCartaRdr CuutriBaTens JaCarta

fevdTokenFCRdr CuutneiBaTenb vdToken (PKH)

fevdTokenRdr CuutriBaTenb vdToken

feDallasRdr CuutreiBaTens Dallas

feSecretNetRdr CuutneiBaTensb [TAK Secret Net

fevdHsmRdr CuutreiBatens [IAMB «vdHSM»

felTcsHsmRdr CuutniBaTensb ITAK «ViPNet HSM»

feCProHsmRdr CuuteiBaTesns [IAKM «Kpuntollpo HSM»
Mooyab nodoepocku TLS

feTLSSupport [Togmep>kka npoTtokosa TLS

feOutlookSupport | ITogmepxkka 3ammuitieHHou nouThel B Microsoft Office Outlook

feWinlogonSupport| [Togonepzkka Bxomga B Microsoft Active Directory 1o mpoTokoiy
Kerberos

[Tpumep yctanoBku CK3U «Banupgata CSP» co cuuteiBaTensamu vdToken (PKH) u
vdToken u mopmynem nogmepkku TLS:

msiexec.exe /qn /i acsptls AMD64.msi ADDLOCAL=fevdTokenFCRdr,
fevdTokenRdr, feTLSSupport

[Tpumep yoanenus CK3U «Banugata CSP»:

msiexec.exe /qn /x acsptls AMD64.msi
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4 HACTPOMKA CK3HU «BAJIMIIATA CSP»

4.1 IIporpamma xkoHpurypanuu CK3U «Banugara CSP»

4.1.1 3anyck nporpaMMbl KOHPHUTI'ypalluu

Ina 3amycka mnporpamMmbl KoHpurypauum CK3U «Banupata CSP» Heob6xo-
OWUMO BEI3BATh IIYHKT MeHI0 «Ilyck»->«IIporpammer»->«CK3W Bamupgata CSP»-
>«IIporpamma koHpurypanuu CK3M». Ha skpaHe DIOSIBUTCS IlTaBHOE OKHO IIPOTrpaM-
Mbl (Pucynok 10).

% [Nporpamma koHpurypauuwm CK3KM Banwaarta CSP - &

OCH | Cunmmisatenn kniowa | Kmiown | Cepmwdmiams | Cepenc

[nA Bcex NonE30EaTENSA (MO YMONYEHMD )

[ ] PaspewwTs nonszoeatenam wamenats OCY MHWLmManMsawa Copoc OCH

[na Texywero nonesosaTenn

QK CmaeHa [MpreHATE

Pucynok 10 - ['71TaBHOE OKHO IPOrpaMMEL

ITpumeuaHue - [Ias ucno/ib308aHUA 8CEX BO3MOMNCHOCMEU NPO2PAMMblL KOHpU2Y-
pauuu e€ Heobxo0uMo 3anyckams € NPasamu adOMUHUCMPAMopa Ha 10KA1bHOM KOM-
nvtomepe.

Bel MoxKeTe ImpOCMOTpPeTh MHGOPMAIMI0 O BEPCHUU IIPOrpaMMbl KOH(UTyparuu
CK3U «BanupaTta CSP», BbIOpaB B CUCTEMHOM MEHIO (B JIEBOM BEPXHEM YTJIy) IIYHKT
«O mporpamme. . . », IIOIBUTCA HHPopMalus o nporpamme (PucyHok 11).
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O nporpaMme

lMporparma kondwarypaws CK3M Banwpara CSP.
Bepcua 6.0.451.0

Copyright © Validata. 2008-2020

Pucynok 11 - Uadopmalus o mporpaMme

HaxaTtue kHonku «OK», pacrioiokeHHOM Ha I'JIaBHOM OKHe MPOrpaMMbI KOH(DU-
rypaluy, IPUBOOUT K 3aBepIIeHUI0 PabOoTHI ITOCTIeHeN C COXpaHEeHNeM M3MeHeHU!
B HacTporkax I[10. HaxaTue KHONKU «OTMeHa» NPUBOOUT K 3aBEPIIEHUI0 PAOOTHI
IIporpaMMbl KOHUTrypalnuu 6e3 coxpaHeHUs m3MeHeHulM B HacTpoukax ITO. Haxa-
THe KHONKU «[IpMMeHUTh» NPUBOOUT K COXPaHEHHUIO U3MEeHEeHUM B HacTpoukKax I10,
HO IIporpaMMa KOH(Urypaluu He 3aBepIlaeTCs.

4.1.2 HacTpoHKa NpPOrpaMMHOT0 MOIY/Isi CYUTHIBauusi [ICY

s pabotet CK3U «Banupgata CSP» TpebyeTrcsa I CY. HacTpoiika mporpaMMHOI0O
MopnyJssa cuuTeiBaHusa [JCY nmpou3BoguTCs Ha BKiIagke «ICY».

B nmoctaBry CK3U «Bamupmata CSP» BXOOUT HECKOJIBKO INPOTrPaMMHBIX MOAOyJieu
cuuteiBanusa [ICY, cucTeMHBIM agfMUHUCTPATOP MOxKeT 3amaTh Tun [ICY, BhI3bIBae-
MEIM 110 YMOJIY@HUIO, OJIsI BCEX II0JIb30BaTesieu. [IJIs1 3TOro Hy>KHO HaXXaTbhb KHOIIKY
«BrIOpaTh» B BepxHel YacTu auanora. Ha sKkpaHe MOSIBUTCS OUAJIOTOBOE OKHO BHIOO-
pa tuna J[ICY (PucyHok 12).

Jatumkm cnyyarHbIX yncen

Haseanwe Bepcua CeolicTea

?Q <PyyHoil Beifops

L% Bvonorvueciowin OCH 6.0.451 Tpedyver GLUI

#2 0CY "CoGons" 6.0.451 AnnapatHei OCY

E.D.C'-I "fMcropn” 6.0.451 Annapateid OCH

.D.C'—I vd Token (PKH) 6.0.451 Tpetyet GUI; Annapatei OCH; ..

e

Pucynok 12 - [uanor Beibopa OCY

Bribepute JCY u Haxxmute KHONKYy «OK». Ha sKkpaHe IMOSIBUTCS UCXOOHOE OKHO C
nHpopMmalment o BeibpanHoM [ICY (PucyHoxk 13).
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% MNporpamma koHbWrypauwmw CK3KM Banwaata CSP - &

OCH | Cuvmeieateny kmiova | Kniow | Cepmudmkans | Cepewc

[na ecex nonesoeaTensd (Mo yMonuaHmo)

Buonorvyecknli gaTuMK cnydaiden: wacen. Bepown 6.0.451.
Bnapenew: OO0 BanwpaTa.
LpnonHuTensHee ceolfictea: Tpebyet GUI

[ | PaspewmTs nonssosatenam wameHats JCY MHALMaNMSawA Chpoc OCH

[nA Tekyllero NONL30B3TENA

E: '::LC =]

QK Cmaena [MprreHATE

Pucynoxk 13 - [ICY pgmst Bcex 1mojib3oBaTesied BEIOpaH

CucTeMHBIN aAMUHUCTPATOP MOXKET Pa3PEeNIuTh II0JIb30BATEISIM U3MEHSATH BEIOOD
ICY, mnst 9Toro HeoO6XOOMMO BHIOPATh OMIIINIO «Pa3pelnuTh MOoIb30BaTeIsIM MEHSTH
IICY», rmocyie 4ero CTaHeT OOCTYITHOM KHOITKa «BrIOpaTh» B HUXKHEHN 4YaCTu gualora
(Pucysnoxk 14).
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L MNporpamma koHdurypawuw CK3WM Banmaata CSP - &

OCH | Cuvmeieateny knioua | Kniow | Cepmugiakats | Cepewc

[na ecex nonesoeaTensi (Mo yMONYEHKM)

Buonorvyeckid DaTYWMK ciyyaiHb uicen. Bepowa 6.0.451.
Bnapeneuy; 000 Bannpata.
LononHuTensHee ceoicTea: Tpebyet GUI

Faspewnts Nnone30BaTeEnAM WaMeHAT: JCH HWLMENMSaLMA Chpoc OCH

[na Tekylera NoNB30B3TENA

BriGpats

QK CmaeHa [MpuMeHITE

PucyHnoxk 14 - BkiioyeHa onnus BeiOopa tumna [ CY mosb3o0BaTeIsIMU

II71s1 TOTO YTOORI COeJIaHHbI€ U3SMEHEHUA BCTYIIUIIX B CUJTY, HA2ZKMUTE KHOIIKY « HpI/I-
MEHUTDH».

4.1.3 HacTpoHKa NporpaMMHBIX MOOyJ/IeH CUYHThIBAaTe/IeH KIda

HacTtporika nporpaMMHEIX MOAyJiel CYUTEIBaTeIen Kilto4a (fanee - CHUThIBaTeie
KJII04a) IIPOU3BOAUTCS Ha BKJIagKe «CuuThIBaTeNu Kiaoda» (PucyHok 15).
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) Mporpamma koHdurypaumm CK3W Banmaata CSP - =

e
OcY | CumTmisaTenu knioua | Kmiouw | CepmudiikaTsl | Cepeac

[na ecex nonesoeaTensi (Mo yMONYEHKM)

CunTeiEaTENE KNoYa © AMcKeTs! umk LUSB flash. Bepowa 6.0.451.
Bnapeney; 000 BanwpaTta.

I:l WMCcKaTe KNYK Ha BCEX HOCMTENRX BbIﬁDEIHHI]FD ™na

[] MckaTs knioud Ha BCEX TUNEX HOCHTENERA

D PEISI:IELIJHTI: NoNe30B3TENAM M3MEHATE CYMTRIEGTENE KNHO4E

[na Tekywero Nones0EaTENA

BriGpaTe

WMckaTe KN Ha Boex HOCKMTENAX BeIBpaHHOM D TMNa

Mokate knou Ha Bosx TMNEK HOCMTENSRA

QK CmaeHa [MpuMeHITE

Pucynoxk 15 - Brkiagka «C4uTeEIBaTEIN KJII04a»

CK3HU «Banupgata CSP» MoxkeT paboTaTh C Ppa3NuYHBIMU THUIIAMU CUUTHLIBATEJIEH
KJII04Yel, CHCTEMHBIM aMUHUCTPATOP MOZXKET 3ajJaTh CUYMTHEIBATENIb KJIl04Ya, BBI3bIBA-
€MBbIM 110 YMOJIYaHUIO, OJI BCEX IIOJIb30BaTesier. [IJIs1 3TOro Hy>KHO HaXXaTh KHOIKY
«BriOpaTh» B BepxHel 4acTH Auasora. Ha skpaHe mosIBUTCSI UAJIOr0OBOE OKHO BEIOOpa
cuuThIBaTesieu Kiwoda (PucyHok 16).

i -

BoibepwuTe cuMTEIBaTENR KNHOYA

HazeaHnwe Bepcua
=) CuUMTLIBEATENL CHEMHOMD OMCKA 6.0.392
™. CumTeiBaTens ruToken 6.0.392
= CunThiBaTENL 8 Token 6.0.392
& CumteieaTens JaCarta 6.0.392
& CumteieaTens vdToken (PKH)

& CunteieaTens vdToken 6.0.392

I
[ OK ] [ OTMeHa I

PucyHok 16 - [Tuamor BeiOopa CUUTHEIBATENSA KIllo4ya

BribepuTe cuuThIBaTENb U HaxkKMUTe KHONKY «OK». Ha 3KpaHe ITOSIBUTCS UCXOMHOE
OKHO Cc mH(popMalel o BLIOpaHHOM CUUTHIBaTese Kiroda (PucyHok 17).
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v [Tporpamma koHburypauwm CK3M Banmaarta CSP = =

OcYy | Cwmtoisaten knioua | Kmioww | Cepmidikatsl | Cepenc

[nA Bcex NonE30EaTENSA (MO YMONYEHWD )

CunteieaTens knioua anA vd Token (FKH). Bepowr 6.0.451.
Bnageney: 000 BanmpaTa.
LononHuTeneHBIE cEoMCcTES: CMapTXapTa; HensEnekaeMelil SarpyskasMbIi Koy .

D McKaTe KNiouW Ha BOEX HOCHUTENAX BbIﬁDEIHHDFEI TMNa

[] Mexats knoun Ha scex Mnax HocuTensi

I:l PESDEIJJMTI:- None30B3TENAM MEIMEHATE CHMTRIEATENE KNKOYE

[na Texywero nonesosaTenn

QK CmaeHa [MprreHATE

PucyHoxk 17 - CuuThIBaTEeNb OJI BCEX ITOIb30BaTeNEl BHIOpaH

Ecnu B muamnore (PucyHok 16) BeiOpaTh IIyHKT «CUMTHIBAaTe/Ib HEe yKa3aH», TO
npu oOpallleHuY K KJIIo4aM MOZKeT BhIlaBaThCs JOIIOTHUTEIbHBIN INasior BEIOOpa CYu-
THIBATEJIS KJI04a.

AIMUHUCTPaATOpP MOXKET YCTaHOBUTHL peXXuM «ACKaTh K/JII0YH Ha BCeX HOCHUTEe-
JIsIX BHIOPAHHOI'O THIIAa». B 3TOM cjlydyae Npu IMIPOJIUCTHIBAHUM U 3arpy3Ke KIIIo4den
He OyIeT BbIOaBaThbCS OUAJIOT BHIOOpa KIHOUEBOTO HOCHUTENIS, IIOUCK KITloueid OymeT
IIPOU3BOAUTHCS Ha BCeX OOHApPYyKEHHBIX K/II0UEBHIX HOCUTENISIX 3aJaHHOrO THUIIA, 3a-
rpyXaThbcs OyeT IepPBhIM HalleHHBIN KJTI0Y C 3afJJaHHBIM UMEHEM.

JIOTIOTHUTENBHO MOXKET OBITh YCTAaHOBJIEH peXXuM « UCKaTh KJII0OUH Ha BCeX TH-
max HOCHUTe/IeH». B 9TOM cily4yae mpu IIPOTUCTHIBAHUY U 3arpy3Ke KIdei He OyayT
BBIJaBaThCS AUAJIOTH BEIOOpA CUUTHIBATEIS U KIIIOYEBOI'O HOCUTEJISI, IIOUCK KII0Uel
OymeT IpPOU3BOOUTHLCS Ha BCeX 00HapPy2KEHHBIX KJTI0UEeBBhIX HOCUTEJISIX BCEX TUIIOB, 3a-
rpyKaThbcs OymeT IePBhIM HallleHHBIN KJTI0Y C 3afJjJaHHBIM UMEHEM.

CucTteMHBIM afMUHUCTPATOP MOXKET Pa3peIInuTh I10JIb30BaTEIsIM U3MEHSATH BHIOOD
CYUTHIBATEJISA, OJISI 3TOr0 HEOOXOOUMO BEIOpPaTh COOTBETCTBYIOLIYIO OIILIMIO, IIOCIIE Ue-
IO CTaHET JOCTYIIHOM KHOIIKa «BpIOpaTh» B HUXKHEHN YaCTH Ouaiora.

s Toro 4ToOBl CHelaHHBIE U3MEHEHHsl BCTYNUJIM B CHJIy, HaXXKMUTe KHOIIKY
«IIpEMEeHHUTH>.

4.1.4 HacTpoHKa mapaMeTpoB padOThI C KII0YaMH

CucTeMHBIM aIMUHUCTPATOP MOXKET HaCcTpauBaTh HapaMeTpPhl pabOTHI C KJII0UaMy,
nepeunsa Ha BKinagkKy «Kmroum» (Pucysok 18).
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v MNporpamma koHdurypauvwm CK3W Banwaata CSP = =

OcY | CuwTeieateny knioua | Know | Cepmaguakats | Cepewc

COnepawan
i TexyluWiA NoNE30B3TENE 'Z::Z' MNokaneHaA MalwWMHa
Komuposats ¥oanus CragHUTE Naponk DBHOBUTE MacKK WMHthopmawa
MoecfDasoEaTs W= |Validata GOST R 34.10-2012 CSP b
B: |Validata GOST R 34.10-2012 CSP W

] HsMEHWTE MOSHTMRMKATOD 3aKPLITOrD KNoYa
np1 NpeoBpasosaHuM

[ Kswmposats sakpeiTsie Ko Fazsmep K3LWa 0THDLITE KNDYSA: 256
] KalKMpoBaTE 33KPEITEIE KMKUKM MAHWMENEHOE BDEMA XU3HN 10000
CMCTEMHED NPOLIECCOE sanmck (Mo

[] Ksumposam MWH+omm cvapTwapT

[]He npeanaram BEECTM NEponk KMYE MM FEHEPELMK

Pucynok 18 - Bknagka «Kmogu»

HacTpolKa mapaMeTpoOB K3IIIHPOBaHHUS K/II0YeH

Inna yckopenus pabotel CK3U «Banupmata CSP» MOXXeT K3IIMPOBaTh (COXpaHATh
B BUPTyaJIbHOM MMaMATHU Hporecca) Kiouu I u kinoun nposepku II1.

[To ymonmyaHuio KammpoBaHue Kiiroueid D11 BrikItoueHo. CUCTEMHEBIN afMUHUCTPA-
TOP MOXKEeT BKJIIOUUTH €ro, OTMeTUB oniuin «KammpoBaTh 3aKpbIThie KIIOYH».
Ecnm HeoOX0oOMMO BKJIIOUMTH K3IIMpPOBaHUEe Kitodei JII OJisg mpolieccoB, BBIIOJIHSA-
IOLIUXCS IIOJ YYETHOM 3alMChIO JIOKAJIbHOU CUCTEMBI UJIN JIOKAJIbHOTO UJIM CETEBOTO
cepBuca (CHCTEMHBIX ITPOLIECCOB), CIIeAyeT OTMETUTH ONIUi0 « K3mupoBaTh 3aKphbI-
Thle KJIFDYH CUCTEMHBIX IIPOoIeCcCoB». BkitoueHue onuuu «KanimposaTrh 3aKphbI-
Thle KJIIYHU» aBTOMaTU4YeCKU IIPUBOOUT K BKIIIOUYeHUIO onuuu «KamupoBars 3a-
KPbIThI€ KJII0OYH CHCTEMHBIX IMIPOIEeCCOB», ITIOCKOIBKY B 9TOM cily4ae Kiodu II1
CUCTEMHBIX TIPOIIeCCOB TaKzKe OymoyT KalumpoBaThCcs. CrnenyeT oOpaTUTh BHUMaHUE
Ha TO, YTO BHIK/IIOYeHHe onimnu «K3mupoBarhs 3aKpbIThIEe KJIIOYH» HE IPUBOOUT
K aBTOMaTU4YECKOMY BHIKJIIOYEHUIO onuuu «KamupoBaTh 3aKpbIThle KJIIOYHU CH-
CTEMHBIX IIPOIEeCCOB», OCTaBJIAsA 3Ty HACTPOUKY Ha YCMOTpPEHHEe CUCTEMHOI'O af-
MUHUCTpPaTopa. Pa3aMep Kalla IpakTU4YeCKU He OTPaHUYEH.

KsmmpoBanue kirouei nmpoBepku IOl mo ymMon4aHUiO BKIIOYEHO, U pa3Mep KIIlla
cocTaBnseT 16 3anucer. CUCTEMHBIM afMUHUCTPATOP MOXKET YCTaHOBUTH APYTO€e 3Ha-
yeHne «Pa3Mep K3Ia OTKPBITHIX KIo4YeH» (He 6onee 65535 3anuceit) uin MOIHO-
CTBIO BHIKJIIOUUTH KIIIUPOBaHUE, YCTAaHOBUB 3TOT ITapaMeTp B 0. Kpome Toro, cucrem-
HBIM aIMUHUCTPATOP MOXKET U3MEHUTH BPEMS, B TeYeHHE KOTOPOT0 OTKPBITHIN KITI0Y
rapaHTUPOBAaHHO He yfaiseTcs U3 KJIlla, JaXkKe eCJIX KJIIll 3anojiHeH. [1o ymonyaHuio
5TO BpeMs paBHO 1 CeKyHAe, B LIeJIgX ONTUMU3alUU IIPOU3BOOUTEIBHOCTH OHO MOXKET
OBITH U3MEHEHO B IoJie « MHUHUMAJIbHOE BpeMsi XKU3HH 3allUCH» (YKa3bIBaeTCs B
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MUIINIHCEKyHOax). CieayeT OTMETUTh, YTO KaKfaas 3alucCh K3Illa K/II04Yel IPOBEPKU
Il 3aHuMaeT nmpuMepHo 16 KO omepaTUBHOM ITaMSsITH.

I171 TOTO 4YTOOHI CieTaHHbIE U3MEHEHU S BCTYIIUJIN B CUITy, HA’KMUTE KHOTKY «IIpu-
MEeHUTh». [Ip1 93TOM BHECEHHbIE U3MEHEHUS OyIyT OTpaKeHHbl B pab0oTaloUIuX ITpoliec-
cax TOJIBKO IIOCJIe UX IIepe3allycka.

HacTpoiKa nNpoYHux mapaMeTpoB

s BKIoueHUs KamupoBaHus [TMH-kKomoB cMapT-KapT, KOTOPOEe MOKeT OBITh
Heo0XxoauMo ITpu paboTe C IPUI0KEHUIMU, He UMEIOIIMMU BO3MOXKHOCTU BhHIZaBaTh
MHOX€eCTBeHHEBIe 3anpockl Ha BBofA [ITMH-Koma, Hy>KHO oTMeTUTh onuuio «Ksmupo-
BaTh I[IMH-KOoaBI cMapT-KapT». [Io ymonyauuio kammposaHue [IMH-KODOB BEHIKIIIO-
4EeHO.

711 BO3MOXKHOCTU OTKJIIOUEHHUSI OUAJIOTOBEIX OKOH, IIpefjiararolliiX yCTaHOBUTH
3alIUTy CO3[aBaeMOro Kjwda mapojieM (T.e. 3alpoC Imapojis IPpU 3arpys3kKe Kiiroda)
cllenyeT BKIIIOUUTE onnuio «He mpenjmarars BBEeCTH IIapoJIb KIl04Ya IIPHU reHepa-
110710 B8

71 Toro, 4ToOBl COelaHHbIE U3MEHEHUS BCTYIHIU B CUJIY, HAaXXKMUTE KHOIIKY
«[TpumeHUTH». IIpU 3TOM BHECEHHBIE U3MEHEHUs OyOyT OTpakKeHbl B paboTamlinx
Ipoleccax TOJIBKO II0OCJie UX Ilepe3allyCckKa.

4.1.5 HacTtpouKa KpunrorpaduuecCKHux aJirOpUTMOB

AQMUHUCTPATOP MOXKET HaCTPOUTh KpUNTorpaduyecKue ajrOpUTMBI, HUCIIOb3Y-
eMble 10 YMOJTYaHUIO OJI BHIIIOJIHEHUS KpUIITOrpadryueckux npeobpa3zoBaHuil. [11sa
9TOr0 UCIOJIb3yeTcs BKIanka «Cepsuc» (Pucynok 19).

% MNporpamma koHbMrypaummy CK3A > =

OcY | Cuvmeieateny knova | Kniouw | Cepmugpmkamw | Cepsuc

MNapameTpe! KpMNTOrPAGMYECKID 3NMOPUTMOE

MapameTpel anropuTMa XIWKMPOEEHMA S
no TOCT P 24, 11-84- Habop napameTtpos A (no ymonuaxiio) W

Mn .
APAMETRE! anmp:?%”é‘%—mggfjg Eg: Hatop napameTtpos TH26E (mo ymonuaHmm) W

N 3MNno MOCT P 34.10-2012 .
apamMETpel anerTPSCT F‘nga'-H 02001 (256 Gur). | HaBoP mapameTpos A (1o ymonsanio) v

n 3Mno MOCT P 3410-2012 5
SpamMETReL anerTPSCT F‘ngdi 0-2001 (512 Birr): Hafop napametpos TEZE A (no ymonyaHu) W

KnioyeBkie HoCKTENK

PoOpMaETMROBATE Crmennte NMWH+on

JatepeTe daln [poBepuTE MOOYIE vdHSM

CmaeHa MpymeHTE

Pucynok 19 - HacTpoiika kpunrtorpadpudecKux aIropuTMOB
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Haxwmure KHOIIKY <<HpI/IMeHI/ITI:>>> OJIsd COXPaHEeHUA U ITPUMEeHEeHN A WN3MEHEHUM.

4.2 TIIpOoTOKOJIHPOBAaHHE COOLITHH

4.2.1 HacTpoHKa NPOTOKOJIHPOBaHHSI

CK3H «Banupgata CSP» nogmepKuBaeT ISATh TUIIOB IPOTOKOIUPYEMBIX COOBITUM:

— KPUTHUYECKHE OIINOKU;

— OIMNOKY;

— IpeaynpexXaeHus;

— nHOpPMaIMOHHBIE COOOIIEHUS;

— OTJIaIOYHBIE COOOIIEHM .

[TpoToKOMMpPyEeMble COOBITHUSI 3alMUCHIBAIOTCS B CUCTEMHBIM KypHas «IIpumoxe-
HHUSI» OT CIEeOyIOUIUX UCTOYHUKOB:

— VDCSP - coOriTus Kpunrtorpad@rudeckoro mposatligepa uutepgdeiica CSP;

— VDCNG - cobuiTHs Kpuntorpadguuyeckoro npoBatigepa uatepdeiica CNG;

— VDSSP - co6eiTust [IporpaMMHOTro Moayiis mogmepxkku TLS.

[To yMonm4aHUIO BKJIIOYEHO ITPOTOKOJIMPOBaHME KPUTHUYECKUX OIIMOOK, HO, IIpHU
HEeOoOXOMMOCTHU, MOXKeT OBIThH BKJIIOUEHO ITPOTOKOJIMPOBAaHMWE U OCTAJIbHBIX TUIIOB
coObITuH. [ ucToyHUKOB coOBITUE VDCSP m VDCNG MoxXeT OBITh BKJIIOUEHO
ITPOTOKOJINPOBAHNE TOJIbKO KPUTUUYECKHUX OIIMOOK. THUIIBI IMPOTOKOJIMPYEMEIX COOBI-
TUM yKa3bIBAIOTCSI COOTBETCTBEHHO MCTOYHMKAM B 3HAUYEHHUSX IIepeMeHHBIX VD -
LOGMASK CSP, VD LOGMASK CNG u VD LOGMASK SSP (tunma DWORD) kmtoua
peectpa «<HKLM\System\CurrentControlSet\Control\Session Manager\Debug
Print Filter». KaxxgomMy Tumy coOBITUSI COOTBETCTBYET CBOSI MacKa - €CJIM OHa BKIIIO-
YyeHa B 3HaUeHME JaHHOU IIepeMeHHOM, TO IPOTOKOJIMPOBaHWEe JaHHOTO THUIla COOHI-
THUM OT COOTBETCTBYIOIIET0 UCTOYHMKA OyeT BBITIOJIHATHCS:

— KPUTHUYECKHe OIIUOKY - 16;

— omubKu - 32;

— mOpenynpexXnaeHus - 64;

— mHpOpPMaAIMOHHLIE cO00IIeHus - 128;

— OTJIa@OYHEBIE COoOOIIeHus - 256.

Hampumep, Ojigd MpOTOKOJIMPOBaHUS KPUTUYECKUX OIMOOK, OIMIMOOK M OTJIafou-
HBIX cooOmeHud oT uctounuka VDCSP 3nHaueHue nepemenHoit VD LOGMASK CSP
OOJIKHO OBITH pPaBHO 16 + 32 + 256 = 304. 1715 IpOTOKOJINPOBAHUS BCEX THUIIOB CO-
OBITHM YCTAHOBUTE 3HAYEHUE 3TOM MepeMeHHOM paBHbEIM 16 + 32 + 64 + 128 + 256 =

496, a o151 BOCCTAHOBJIEHUS PexKMMa IPOTOKOJIMPOBAaHUS 10 YMOIYaHUIO YCTaHOBUTE
ee 3HaueHue paBHBIM 16.

4.2.2 TIpoTOKO/JIHpPOBaHHE B IIPOorpaMMe KOHPUTYypPAIlHH

[TporpaMMa KOHGpUTYpallud BHE 3aBUCUMOCTU OT HACTPOEK B peeCTpe NPOTOKOIU-
pyeT cnenyioiue coOrITUuSA (0T UMeHU uctounuka VDCSP):

— HayaJio M 3aBepllleHue ceaHca paboThl MporpaMMbl KOHPUTYpalny;
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— BO3HHMKHOBEHUE OIINOOK IIpu paboTe mporpaMMbl KOHPUTYypaIUY;
— npeobpa3oBaHVe, KONIMPOBaHNUE U yOalleHUe KIIIo4uel;

— HU3MeHeHHEe ITapaMeTPOB KPUITOrpaduiueCcKux aaropuTMOB;

— HU3MeHeHUe ITapaMeTpPOB K3IIINPOBaHUS KIII0Yel;

— YyHUYTOXKeHUue (panos.

4.3 HacTpoHKa CUHThIBaTeJIeH

CK3U «Banmpata CSP» B3auMOOENUCTBYET CO cUyUThHIBaTensaMu Kiawoden II1. Cuu-
THIBATEJIY IO3BOJIAIOT XPaHUTh Ha KJIIOYEBOM HOCUTEJIE HECKOJIBKO K/IIOUEH, a TaK¥kKe
o0ecrieurBaloT BO3MOXKHOCTh XpaHEeHUsI CePTU(PUKATOB BMECTE C COOTBETCTBYIOIIIUMU
UM Kiarodamu Il Ha KITI0YeBBIX HOCUTENISAX TUIIa CMapT-KapTa.

I71s1 KOppeKTHOM pabOThl HEKOTOPHIX CUNTHIBATEIel HE0OXOOMMO YCTaHOBUTH 10
MoAOepPKKU (OparBep) KIII0YEBOIr0 HOCUTEJIS, ITIOCTaBIsieMOe B KOMIIJIEKTE C 3TUM HO-
CUTEJIEM UJIM OOCTYIIHOE [JI 3arpy3KHU.

Huxke mpuBOOUTCS CBEOEHUSI O CUUTHIBATEJIAX, TPEOYIONIUX MOIMOJITHUTEILHOM Ha-
CTPOUKHU.

4.3.1 CuurbiBaTenab «AKKOpa-AMII3»

I3 paboTel CO cuuThIBaTeneM «AKKopa-AMII3» HeoOXOOMMO yCTaHOBUTH Opaui-
BEP KJIIOUEBOTO HOCHUTENId M CKomupoBaTh Oubnmoreky tmdrv32.dll B manky
windows\system32 mnpu wucnonbloBaHuu mnaaThopmel x86. [Ipu wHcmonb30BaHUU
1aTdopMbl x64 HeoO6XoguMO CKommpoBaTh Oubnmoreky tmdrv64.dll B manky
windows\system32, a 6ubnuorexky tmdrv32.dll - B nanky windows\sysWOW64. ®aii-
76l tmdrv32.dll u tmdrv64.dll pacnonaratoTtcsa Ha gucke ¢ [10O nogmepKKu «AKKOpPA-
AM]I3» (06s1uHO B manke DRIVERS\WINDOWS).

4.3.2 CuursiBareinb «Dallas»

IIna paboTel co cuuTkiBaTensmu «Dallas» Heobxomumo yctaHoBuTh I[10 mop-
OepXKKHU KiaiodeBoro Hocutensa Bepcuu 4.02. [nsa 3arpy3kum [10 pgna mmatdop-
MBI X86 MOXKHO HCIIONIb30BaTh CCHIIKY http://files.maximintegrated.com/sia_-
bu/licensed/install 1 wire drivers x86 v402.msi, a gisa nnat@opMsl x64 - CCBIJI-
Ky http://files.maximintegrated.com/sia_bu/licensed/install_1 wire_drivers_-
x64 v402.msi.

4.3.3 CuursiBareinb «ruToken»

Ina paboTwsl co cuuTkiBaTensmu «ruToken» Heobxogumo ycTaHOBUTH 1O mop-
OepPKKHU KIII0UEeBOI0 HOCUTENSA Bepcum He Huxke 2.25.03.0267.

4.3.4 CuursiBareinab «DS-USB»

Ina paboTel co cuutkiBaTensamu «DS-USB» Heo6XoguMO YyCTaHOBUTDH
[IO mnommepXKKM KIIIOYEBOTO HOCUTensdA Bepcuu He Huxe 3.27.0.0. [nsa
darpy3km [IO gmsa nnatpopm x86 u  xX64 MOXKHO MCIOIB30BaTh CCHIJIKY
http://www.accord.ru/files/TMACUSB.ZIP. Takxe HeoOXOOMMO CKOIIMPOBATh
o6ubnuoTeky tmdrv32.dll u/unu tmdrv64.dll B coorBeTcTBuu ¢ nyHktom 4.3.1.
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4.3.5 CuursiBatreiu HSM

YcTtaHOBKa, HacTpolika u 3kciinyatanusa [TAMB «vdHSM» BwITlonHSIETCSA B COOT-
BeTcTBUM C fokymMeHTOM BAMBE.00060-06 92 04 «CK3U «Banupmata CSP» Bepcus 6.
[TporpaMMHO-aninapaTHbIM MOay b 6e3omacHocTu «vdHSM». PyKoBOACTBO ITOJIb30Ba-
TeJisi» ¥ 9KCIJIyaTalluOHHOU JOKyMeHTalluel aHHOTO YCTPOUCTBA.

YcraHoBKa, HacTpouKa U skcnnyatanus I[TAK «ViPNet HSM» u [TAKM «Kpuntoll-
po HSM>» BEITIONTHAKTCS B COOTBETCTBUU C SKCIIJIyaTallMOHHON NOKYMEHTalleu IaH-
HBIX YCTPOUCTB.

[TockomneKy goctyn K KimrouaMm IlI, xparsamuMcs B yctporcTtse [TAKM «Kpuntollpo
HSM», ocymectBisieTcs yepe3 CSP c ugentudpukaropamu Crypto-Pro GOST R 34.10-
2012 Strong HSM Svc CSP u Crypto-Pro GOST R 34.10-2012 HSM Svc CSP, ueobxo-
OUMO B COOTBETCTBUU C IKCIUIyaTallMOHHOU NOKyMeHTalleld Ha JaHHOe YCTPOUCTBO
HSM nacTtpouTts u 3anyctuth cepBuc (cnyxk0y OC Windows) KpuntolTPO HSM, Bxo-
oAy B coctaB KiiueHTCKoro 10 yctpouictBa [TAKM «Kpuntollpo HSM».
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IIEPEYEHBb COKPAIIIEHUN

IlaT4yuk CiIly4YauHBIX YUCeIl

Kpunrtorpadpudeckas 3amuTa “HGOpMaILuu
OnepanuonHasa cucteMa (Operating System)
[IporpaMMHBIM KOMIIJIEKC

[IporpaMmMHOe obecrieueHure

CpencTBO 3aUIUTH HHPOPMAILUU

CpencTBo KpuntorpaduyecKou 3alluTe HHPopMauu
OyHKIIMOHAIbHBIY KJTI0OUEBOU HOCUTEJID

9nekTpoHHas nognuck (Digital Signature)
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M
OOKYM maTa

1 Bce BAMB.060-06.001
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